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Shipment contents  

Complete shipment of IP Watchdog Lite contains following items: 

 IP Watchdog Lite  in a plastic case. 

 Two terminals for connection of external devices. 

 Power adaptor (European version). 

 Manual and datasheet. 

 CD containing necessary software. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Default network parameters configuration :  

IP address:  192.168.1.60 
Network mask  : 255.255.255.0 
Default gat eway: 192.168.1.1 
IP configuration via  DHCP: Enabled 
User name:  Not set 
Password:  Not set 
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Characteristics and basic properties  

 
IP WatchDog Lite is a device intended for monitoring Ethernet and 
serial (RS232, RS485) devices provided by tracking the serial 
communication, ICMP PING function. By the means of this function 
it can RESET up to two monitored devices, such as servers, 
routers, access points and other.. 
 
 

Basic properties  

 Ethernet  - RJ45 (10BASE-T - IEEE 802.3).  

 Automatic reset or start of 2 devices  in terms of monitored actions. 

 Methods for monitoring Ethernet devices : 

o Incoming  ping   

o Outgoing  ping   

 Two independent relays for resetting or starting monitored devices with two switching 
contacts. 

 One relay contact is always non -potentional , the second is connected to a power supply.  

 Manual attendance (startup/shutdown/ restart)  of the monitored devices. 

 Time synchronization from internet / intranet using protocols  :  

o TIME ï older but simple and popular protocol (UDP port 37). 

o NTP/SNTP ï most used time synchronization protocols (UDP port 123). 

o DayTime ï protocol that is not often used but which is implemented in Windows 
(TCP/UDP port13). 

 Configuration methods : 

o WWW page ï deviceôs behaviour configuration including manual relay attendance. 

o UDP Setup ï configuration of main network parameters. 

o TCP Setup  ï remote configuration of basic parameters in terminal over TCP. 

 Access security  and relay control:  

o Itôs possible to define the range of IP addresses which will be allowed to communicate 
with the device. 

o Access to WWW pages can be restricted to certain user names and passwords. 

o TCP setup can be secured by user name and password. 
 

 Power supply  9-15 V DC. 

 Plastic box dimensions: 35 x 101,5 x 76 [mm].  

 Master Reset ï restoring the default configuration 
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Connection topology  
IP WatchDog Lite  is intended for control and reset of the Ethernet devices. Itôs equipped with the 
functions such as sending and receiving ICMP command - PING on the defined IP address(es). 
When monitoring by sending this command it is possible to enter up to two target IP addresses 
(primary and secondary) so it could be possible to eliminate the inactivity of the whole device in 
case one IP address is unavailable.  
 
 

Usage examples  

 servers 

 routers 

 ADSL and cable modems 

 WIFI AP 

 Security and access systems 

 Accumulators 
 
 
 
 

Main WatchDog  functions  

 Monitoring Ethernet devices using incoming ICMP command - PING. 
IP WatchDog Lite awaits incoming ping from the monitored device in preset intervals. 
 

 Monitoring Ethernet devices using outgoi ng ICMP command - PING.  
IP WatchDog Lite sends in regular intervals a ping command to the defined IP address and 
awaits a reply. Itôs also possible to set a secondary IP, used in case the primary address is 
engaged. 
 

 Reset  of monitored devices or Starting  backup systems in case of a dropout. 
 

 Manual attendance of both channels. 
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Technic al parameters  

Ethernet port  

+ Interface   RJ45 (10BASE-T / 100BASE-Tx) 

+ Compatibility  Ethernet: version 2.0/IEEE 802.3  

+ Supported protocols  IP: ARP, TCP/IP, NVT, RFC2217, UDP/IP, TIME, NTP, SNTP, DAYTIME 

   

Relay contact ampacity  

DC voltage  max. 30V / 1A 

AC voltage  max. 125V / 0,5A 

 

Environment parameters  

+ Operation temperature    -5 to +50 ÁC  

+ Storage temperature    -5 to +75 ÁC 

+ Relativ e humidity (non -
con densing)    

  5 to 95 % 

   

LED diod s 

+ POWER (green) Power supply on. 

+ LINK (yellow) Ethernet interface active. 

+ Channel 1 (yellow) Channel 1 reset 

+ Channel 2 ( yellow) Channel 2 reset 

  

DIP switches  

+ DIP1 - RS-232 Setup  ON   = Service mode (for service purposes only) 
OFF = Operational mode 

+ DIP2 - Safe ON   = securing serial / TCP setup by user name and password (if configured).  
OFF = without security  

   

Monitored functions and parameters  

+ Incoming Ping  IP range  ï range of IP addresses defined by IP and mask, from which the receiving 
PING can be accepted. 

Timeout delay for reboot  ï time interval, in range from 0-1800 s ( 0 = disabled ), that 
IP WatchDog waits for incoming PING before causing RESET.  

+ Outgoing Ping  Primary target IP  ï primary IP address where IP Watchdog sends the PING and from 
which it awaits reply.  

Secondary target IP  ï secondary IP address where IP Watchdog sends the PING 
and from which it awaits reply, if primary target does not responds.  

Quantity of failed ping f or reboot  ï number of PINGs, that IP Watchdog assumes for 
lost before causing RESET.  

Outgoing ping interval  ï interval between sent PINGs in range of 0-1800 s ( 0 = 
disabled). 

   

Other parameters      

+ Time synchronization 
interval  

1800 s 

+ Power supp ly  12-24 V/  min. 500 mA DC- coaxial power connector, GND on circuit. 

+ Dimensions   35 x 101,5 x 76 [mm] (H x W x D ).  

+ Mounting method  Separate box, ñLò profiles or mounting to DIN molding. 

+ Weight   450 g  
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Conectors and connection points  
 

 

 

 

Terminal block pins  

Pin  Power  Function description  

PO Power ON 
In the idle state this pin contains power supply of the IP Watchdog ï axis of the power 
connector 

PF Power OFF 
In Reset mode this pin contains power supply of the IP Watchdog ï axis of the power 
connector 

NC Normally Close In Idle state this pin is connected with appropriate COM pin 

NO Normally Open In Reset state this pin is connected with appropriate COM pin 

COM Common 

Common pin  
- in case of switching contacts (blue fields) connected to relay armature 
- in power connectors (red fields) the second part of the power supply ï casing of the 
power connector 

 

DIP switch description  

DIP1 
SET 

ON   = RS-232 SETUP mode 
OFF = Operation mode 
Master reset see page25!!!  

DIP2 
SAFE 

ON   = TCP Setup mode security 
OFF = Without security 

 

LED description  

Power  
green 

Power on 

LINK 
yellow  

Ethernet interface activity 

CH1, 
CH2 

yellow 
Channel in RESET mode 

 

Other connectors  

Power  

Coaxial connector for power supply of IP 
WatchDog Lite or some monitored devices, 
Power supply using a feeder of the monitored 
device can be realized if it complies with the 
maximum voltage for the IP Watchdog Lite  

System  
ON  = Setup mode and WWW security 
OFF= Without security 

 

 
 

Switching the DIP1 during the first 5 
seconds si nce power -on will cause Master 
Reset, which restores all factory 
configuration. All userôs settings, 
including IP and passwords will be lost!  
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Connection and basic configuration  
In this chapter you will learn connecting the IP WatchDog Lite easily to your PC or company 
network, setting it up the way it would satisfy your needs and putting it into service.   
 

Device connection  

The following procedure is recommended for quick setup of the device. Detailed description of all 
parameters and commands can be found in the chapter called ñParameters descriptionò.  
 

Cable connection  

 Set switches from DIP1 to DIP2 into OFF position. 

 Connect IP WatchDog to the Ethernet 10 Mbit or 10/100 Mbit network. For direct connection 
to the PC use a crossed TP cable, and for connection to hub/switch/router use classic TP 
patch cable. 

 Connect the supplied power adaptor to supply network and plug the connector of the power 
adaptor into the power connector of the IP relay. The Power LED indicator should light up.  

 If the Ethernet connection is OK, the LINK indicator should light up and then blink according 
to the data transfer to the Ethernet (Activity signalization).  

 If there is a server in the DHCP network, the IP WatchDog requests the address from it 
and it will be available immed iately on this assigned IP address. In other case it will be, 
after 60 seconds, available on the default IP 192.1 68.1.60 

 
 
 

 
 

IP WatchDog  Lite connection topology  
 


