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First steps with Poseidon

1) Configure or verify (DHCP) the IP address using IP Config.
IP Config is available for free at www.HW-group.com and on the supplied CD.

UDP Setup 2.2.0 for HW group products (www.hw-group.com) &J
Your PC network zettings v |
H I.U R IP address:  192.168.1.214 L
group Netmask:  255.255.255.0
_wwneHUEgroup.com oo iy for the HW group devices Gateway: 192 168.1.253 ﬁ Find Devices
Device list:
MAC MHame IP Device type | Port | Parameters 2
00:04:53:01:E0:3C 80.250.21.88 IP Wwatchdog lite 93 TCP zetup=" |: i |
00 04 59030008, 20.250.21.85 Pozeidon model 3265 a0 TCP zetup=r
00:04: 59 00:A4:E2 192.168.1.61 Unzpecified device 23 TCP setup=7, TEA=N, NWT=Y
00: 04590044 E 3 192.168.1.62 Unspecified device 23 TCP zetup=7. TEA=N, NWT=Y
0004 59 00:4C: 48 192.168.1.65 Unzpecified device 23 TCP setup=Y, TEA=M, NWT=Y
00 04:59: 00 AC: 49 192.168.1.64 Urspecified device 23 TCP zetup=y. TEA=N, NWT=Y
000459 00:42:FB 192.168.1.2 Unzpecified device 23 TCP getup=", TEA=M, NWT=Y
00:04:59:03:0E . AF 80.250.21.87 Damocles model MIMI a0 TCP setup=h
0004 55:03:0C:2C 80.250.21.84 Pozeidon model 1250 a0 TCP setup=r'
00:04:59:03:10:04 | Jan test 485 192168.1.148  Pozeidon model 1250 a0 TCP zetup=r
00:0A:53:03:0C: 4B 80.280.21.86 Damacles madel 2404 an TCP setup=Y
Searching modules... done

2) The main web page displays the product overview:

#} Poseidon model 1250 - Microsoft Internet Explorer o =] |
Q Zpet ~ ) - |ﬂ lg'] 7 Oblibeng 4= éfb | Soubor  Uprawy  Zobrazit  Oblbend  Mastroje  Mapovéda | ;','
GDLngCvI ﬂ| |Cl search | o FageRank B 20 blocked 2
Adresa |@] hitp:/f192.168.1.51 findex.htm 'l Frejit | Links (@] SiteMap  [5) Admin |5 Hwa =
[~
Poseidon model 1250
Dry Contact Inputs
Name Number Current ¥alue Alarm Alert
Binary 1 I1 0 (Off) Active if an
Binary 2 12 0 (Off) Active if an
Binary 3 13 0 (Off) Active if an
Sensors
Name D Current ¥alue Safe Range Alarm Alert
Sensor 240 7680 25.0 °C 10,0 ., 60,0 Cisabled
Device name: Poseidon
wieb Configuration: Flash Setup
Terrninal Configuration (TCP Setup): Connect with Telnet to 192.165.1.51 Port 99
Firmware: Version: 1.9.0 {update) / MIB / 25D
Far rore information try www HW-group.cam
a
[&] Hotova l_l_’_’_|_|® Internet v

3) Detailed configuration is accessible via the Flash Setup link. See the next sections for details.
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Connecting the sensors
1Wire Bus (RJ11)

Local bus for connecting sensors

RJ11
[4PGC)

1 Connect the sensor before powering up the Poseidon i the connector
must click in.

1 Sensors can be daisy-chained. Maximum total distance is 60m.

Sensors can be also connected using a star topology with the T-Box
(TBox2) hub. The maximum wiring length is 60m.

1 If you change the sensor topology, the sensors must be auto-detected
again. (Web interface > Flash Setup > Sensor Setup > Autodetect Sensors )

Poseidon 3262

: | (e m
[1%(: B—_ ||-! "”:F;:EV

Temp-Rack19 HTemp-Rack19

MAX 60m

l

MAX 60m

T-Box2

Temp-1Wire 1m

Industrial Bus sensors (RS -485)

Industrial bus for connecting sensors over long distances
1 Connect the sensors before powering up the unit.

T Sensors can be daisy-chained, or connected to a virtual star using
t h&Hibo unit.

1 Terminate the RS4851Iline wi t h a 120 q to 470
sensors contain a built-in terminator, controlled with a jumper or
a DIP switch. See the sensor manual.

1 Check or set the sensor address. Each sensor on the RS-485 bus must have a unique
addres s. The address (ID) is expressed as a letter (A..Z / a..z) or a number (65..122). The
numbers correspond to the ASCII codes of the letters, A=65, Z=90, a=97, z=122.

For details about address configuration, see the sensor manual.

1 If you change installed sensors, the sensors must be auto-detected again.
(Web interface > Flash Setup > Sensor Setup > Autodetect Sensors )

Sensors are shipped with non-conflicting addresses whenever possible. The preconfigured address
is always written on the label.

Note: A patrticular sensor is identified by its RS-485 address. Sensors with the same
address can be swapped without the need for a new detection.
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Common features of the Poseidon product line

Displayed readings
1 The Poseidon unit displays current readings from all connected sensors.
T Dry contact inputs are scanned approximately every 200ms.

1 Values from all sensors on both buses (RS-485 and 1W bus) are read in a single loop that
repeats once per second; however, the actual time needed to read the sensors may vary
from 1 to 30 seconds.

T All values are in the R9@89eger/ 100 format, r

T A value of 999.9 is out of range for all supported sensors and indicates that the sensor was
not found.

T If you have disconnected or replaced a sensor, run sensor autodetection, or remove
the sensor from the list.

1 When the Poseidon unit is overloaded with network requests (as is sometimes the
case, for example, with our public online demo), -999.9 can sometimes appear even
though the sensor works properly. This is due to limited computing performance of the
unit. Try to reduce the number of concurrent network requests.

T Units are assigned to values automatically according to the detected sensor type. Supported

units include:
1T Temperature: AC, AK, AF ]
(please note that Safe Rangethr eshol ds can be set in AC

T Humidity: %RH
1 Voltage: V, current: A or mA
T Other units: %, ...

Input / sensor in alarm state

T Alarm state can be set independently for every input (contact) / sensor.

T For a sensor, AAl ar md o c c usideof thehspepifeed Rafe Ranpee r e
as long as alarm alerting is enabled for at least one notification method (SNMP / Email &
SMS).

T Response to a sensor being disconnected
T -999.9 is displayed

T The value evaluates as an AAl armo (readin
alerting is enabled for the given sensor, e-mail or SNMP trap is sent.

TIP AFor more information about data formats, identification of variables, and the
SDK, see the detailed Poseidon family manual
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Calibration

1 Each sensor can be calibrated by specifying a linear offset. The calibration value can be
written over XML. To set the calibration, use the Calibrator utility (download section on
the Poseidon 2250 pag e) or EX104 in the HWQg-SDK (a menu invoked by a right-click).

9 Calibration value = +3 Y sensor measures 0.5 A & Poseidon shows +3.5 A C
9 Calibration value = -3 Y sensor measures 0.5 A @ Poseidon shows -2.5A C
¢ Calibration value = -10 Y sensor measures 27% RH Y Poseidon shows 17% RH

i3 EX104: Poseidon & Damodles XML =10 x|
— Poszeidon Lo list:

Downloading walues...

|20.250.21.84 : feo Search... | Dawnload values from 80.250.21.84:60
Atcian number 1 done

Uzer name: Pazzward: Dowrloading walues...

I I Dowvnload walues from 20.250.21.84:20
Atcion number 2 done

Dowrloading walues...
| Dawwrload walues from 80025021 .84:80

[T Suppart oldirL Close

Atcion humber 3 done

— Dawrload manager

[ Read walues every |1EI zeconds

I walues. =il - I Read now |

Senzor list;

Device name Device addezs Senzor name Current value

] 21. 1] i |

Pozeidon 20250 21.84:30 Window 2 2 QO Switch

Pozeidon 20250 21.84:80 Droor 3 QO Switch

Pozeidon 80.250.21.84:30 Indoor 1 20403 16.8 C

Pozeidan 20250 21.84:20 Outdoor PYC A1732 128 C

Poseidon 80.250.21.84:80 Indoaor 2 53138 183 T

Pozeidon 80250 21.84:30 Outdoor silicon 38687 138 C

Pozeidon 20250 21.84:30 Indoor 1 57356 Krar ERH

Pozeidon 80 250.21.84:30 Outdoor 1 GG -3.3 C -
|D-:|ne i
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Sensor hysteresis

The Hysteresis setting defines a tolerance band for alarm alerts. This feature prevents multiple
alarm alerts if the reading oscillates around the specified threshold. See the graph for an
explanation.

T[°C]
25
hysteresis
20
15 Legend
Temperature range: -15 .. +25 °C
10 Hysteresis: 5°C
Alarm ON: ]
Alarm OFF: |
5
0
-5
-10
hysteresis \/
-15
-20
-25
Hysteresis = 5°C
s ¢ —
state
None Hysteresis

Wi thout a hysteresis @dint3woadendahpmintd® | Vdith tire hysteiesise d  a t
function, the alarm continues until the temperature rises above the tolerance band (point 10 ), that is,
5A€-15ACL0AC.

1 The unit sends 3 e-mails (SMS)

Alarm at points 0..4, 8..10, 12 and beyond

1 The unit sends 8 e-mails (SMS)

Alarm at points 0..1, 2..3, 8..9, 12..13, 14 and beyond

www.HW-group.com 6/102
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Overview of the Poseidon product line

Poseidon models

The Poseidon family consists of several models targeted at various applications and markets.

Common features:

1 Unified, easy-to-install graphical interface

T Mutually compatible network communication protocols
1 Range of inputs, outputs and sensors, several budget levels

(9N L0 O 00} (00} (@) o AN —
(o} (o} (o} (o)} (e} LO Ln (@) (@)
Al Al Al Al < (Q\ AN o o
(40) (40) (40) (40) ™ —l (Q\| < <
WERB interface Yes Yes Yes Yes Yes Yes Yes Yes Yes
Binary (dry contact) ) i 4 4 3 3 3 6 6
inputs
Outputs (contacts) - - - 2 2 2%* 2%* 2 2
1Wire Bus 6 5 3 4 10 10 10 12 12
1Wire Bus UNI - - - - - - Yes Yes Yes
Industrial bus (RS485) - - - - - 31 28 - -
Logger capacity = = - - - - Yes - -
HTML, XML Yes Yes Yes Yes Yes Yes Yes Yes Yes
SMTP Email Yes Yes Yes Yes Yes Yes Yes Yes Yes
Periodic reminder (Email) - - - - - - Yes Yes Yes
SNMP (R/W), Trap Yes Yes Yes Yes Yes Yes Yes Yes Yes
Modbus/TCP - - Yes - - - Yes - -
Alarm SMS
(with an external GSM - Yes - - - Limited*| Yes Yes Yes
modem)
*) GSM supported only by older firmware 1.9.11
**) Outputs on the RS-232 interface only. No local conditions, if used with GSM modem together require
split cable
www.HW-group.com 71102



Poseidon family - Manual HW group

Poseidon 3262

Economy model for simple IT applications. Monitors one to six temperature
and humidity sensors. Data are accessible via XML, SNMP. Alarm alerts sent
via e-mail or SNMP trap.

Poseidon 3265

Popular model for IT and ICT applications with GSM modem support. SMS
alarms can be sent without any PC or special software. Supports up to five
temperature and humidity sensors on the 1Wire bus. Current readings are
available over XML, SNMP. Alarm alerts are sent via e-mail, SNMP trap, SMS.

SMS are sent via a GSM modem connected directly to the Poseidon over RS-232.

Poseidon 3266

Economy model for IT and Telco applications. Supports 3 external sensors
connected to the 1Wire bus and 4 dry contact inputs. Digital sensors of any
type, e.g. door contacts, electrical power meters, smoke detectors, etc., can be
connected to these inputs. Readings are available via XML, SNMP. Alarm
alerts are sent via e-mail or SNMP trap.

Poseidon 3268

Monitoring and control model for IT and Telco applications. Supports 4
external sensors connected to the 1Wire bus, 4 binary (dry contact) inputs,
and two outputs (double-throw contacts of an internal relay).

Multiple devices can be controlled using the outputs, e.g. fans, a security
alarm system, power sources, and more. The device is controlled over XML
and SNMP, alarm alerts are sent via e-mail and SNMP trap.

Poseidon 3468

Industrial monitoring and control with 4 RJ11 sensors, digital
inputs (contacts) and outputs (110/230V-rated relay). Fits on a
DIN rail.

M2M protocols: Modbus/TCP, XML, SNMP
Alerts: E-mail and SNMP trap

Up to 8 sensors:  Temp or Humidity (4 RJ11 sensors, up to
30m)
Door contact, smoke detector, flood detector...
2 relay outputs: IP Thermostat function, remote reset/power cycling

Poseidon 1250

Monitoring for industrial applications. Up to 44 sensors, up to 1000m away.
M2M protocols: Modbus/TCP, XML, SNMP

Alerts: Email, SMS, SNMP Trap

Two sensor buses (local and industrial). Three dry contact inputs.

Up to 10 sensors: Temperature or humidity (1Wire bus RJ11, up to 30m)
+31 sensors: Temp, Pt100, humidity, pressure, dew point, voltage, current...
(RS485: 31 RJ45 sensors up to 1000 m away)
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Poseidon 225 0

Monitoring and logging for industrial applications. Up to 44 sensors, up to
1000 m.

Stored data are periodically e-mailed as attachments or MS Excel files.
M2M protocols: Modbus/TCP, SNMP, XML.

Alerts: E-mail and SMS (GSM modem).

Two sensor buses (local and industrial). Three dry contact inputs.

Up to 10 sensors: Temperature or humidity (1Wire bus RJ11, up to 30m)
+31 sensors: Temp, Pt100, humidity, pressure, dew point, voltage,cur r e nt €
(RS485: 31 RJ45 sensors up to 1000 m away)

Poseidon 4002

Monitoring of security and operating conditions for data centers. Fits
into a 19" or 10" rack. Features digital inputs (contacts) and outputs
(relay), RJ11 sensors. Supports XML and SNMP, sends SMS, e-mail and SNMP traps.

Up to 18 sensors: Temperature, humidity, AC current (12 RJ11 sensors up to 30m away)
Door contact, smoke detector, flood detector...
2 relay outputs: Thermostat function, remote reset/power cycling

www.HW-group.com 9/102
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Supported interfaces

Individual Poseidon models support several hardware interfaces for connecting the sensors. A brief
description follows. For more details, see the technical specifications of the interfaces.

1 Binary inputs (Dry Contact inputs)
Digital inputs for connecting two-state sensors. Dry Contact means a
direct connection of a volt-free contact. The input signals one of two
statesi AON o/ AOffo (or AOpend/ ACI osedd fien
interpreted by Poseidon as fANor mai! =

L

T Outputs and relays
Poseidon supports digital outputs. These can either be controlled over the WWW interface
(or SNMP, Modbus/TCP, XML), or used to indicate an alarm.

There are two types of outputs:
- Double-throw relay contact (Poseidon 3268)
- Voltage output to control an external relay (Poseidon 1250)

1 Sensors can be connected over two bus types:

T 1Wire bus (up to 10 sensors located up to 10/30m away) RJ11
Bus developed by Dallas Semiconductor, designed to connect (4PBC)
several sensors over short wiring. The bus carries power and a
single data wire. The bus is not suitable for environments with
EMC interference.

Sensors have factory-assigned unique addresses which are
detected automatically as the sensor IDs.

9 Industrial bus (RS-485 supports up to 31 sensors, up to 1000m)
For convenience and ease of use, TP cables and RJ45
modular jacks are used to wire the RS485 industrial bus.

The RS-485 bus uses the blue pair of wires (pins 4 and 5),
labeled A and B. The brown pair (pins 7, 8) carries 12V to
power the sensors.

If you use the S-Hub unit and the B-Cable module, the green
pair of wires (pins 3, 6) is used for the return RS-485
connection. This wire pair is not connected at the Poseidon 1250 unit.

Sensor addresses are set by the configuration protocol or by jumpers, and are
detected as sensor IDs ranging from 48 to 127.

www.HW-group.com 10/102
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Detailed interface description

Power connector - : +

The usual DC plug 1 2,5mm coaxial barrel connector i is
used to connect the power. Negative terminal is connected

1
to the outer body of the plug. @ @2@3@4@ ENH . D

Ethernet

Ethernet network connects via the standard RJ45 jack next to the power l £ :li Jr é l l Eli
connector. Use a Twisted Pair (TP) patch cable to connect to a switch, or a IR RX
cross-over cable to connect directly to a PC. .

The device has a 10 Mbps Ethernet interface => it only works in 10 Mbps or 10/100 Mbps networks.
Note: The device cannot be directly connected to a 100 Mbps-only network. If you need to

connect it to a 100 Mbps (or faster) network, use a 10/100 Mbps Ethernet switch.
MAC address

MAC address is a unique number identifying the device. It is printed on the label at the bottom side of
the unit. It consists of six hexadecimal number pairs, the first three pairs are always 00:0A:59.

With the MAC address, you can distinguish individual devices in the UDP setup utility when assigning
IP addresses.

Configuration with DIP switches

DIP switches control the following functions.
If you change the settings, it is recommended to reset

the device by disconnecting and reconnecting the 1 2 3 4 E inn
power. @ [e][e][e][=] ||°

Factory default configuration is:
DIP1=0ff, DIP2=0ff, DIP3=0ff, DIP4=0ff.

Poseidon Poseidon
3xxX 2250 DIP NAME
SETUP ON = RS-232 Setup mode (RS-232 mode only),
OFF = Normal mode, network active
DIP1 DIP1 Load
Defaults Toggle the switch 3 times within 5 seconds after powering up the device
DIP2 Not used

ON = Secure mode (HW protection) i no configuration changes possible
DIP2 DIP3 SECURITY Outputs values can be changed
OFF = Unsecure mode i configuration not protected by HW

DIP4 Not used

www.HW-group.com 11/102
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SETUP (DIP1)

Activates the RS-232 Setup mode. If DIP1=0ON when the device is powered up, the RS-232
Setup mode is activated and the red MODE LED blinks. The Ethernet is disabled in this mode!

To restore factory default settings:  Toggle the DIP switch at least 3 times within 5 seconds
after powering up the device.
SECURITY (DIP3/ DIP2)
When set to ON, the HW-Security protection mode is active. Any configuration changes are
ignored in this mode:
No settings can be changed with UDP Setup (using UDP Config or Hercules utilities).
Flash Setup still opens in the browser but no settings can be changed.
Outputs can be changed by M2M control
TCP Setup (at port 99 by default) is not available.

=A =/ =/ =4 =4

No parameters can be changed over SNMP.

POWER (green)
LINK (green)
SENSOR (yellow)
MODE  (red/green)

LED indicators

LEDs indicate the current mode, power being supplied,
Ethernet activity and sensors being read.

OO00O0

1 POWER (green)
Indicates that the power supply is on.

1 LINK (green)
Indicates that the Ethernet connection is
functional.

Common
Input 1
Input 2
Input 3

1 SENSOR RS-485 (yellow)
Quick flashing indicates that a valid value has OO
been received over the RS-485 bus.

O
O

Slow flashing means that some sensors on the RS-485 bus were not found.

1 MODE & RS-232 (red/green)

1 Red slowly flashing i Device is in the RS-232 Setup mode = Ethernet is disabled (check
DIP1).

1 Red continuously on i At least one sensor or input is in alarm.

Problem LED indication

Ethernet disconnected Green LED (LINK) turns off

RS-485 sensor torn off (alarm inactive) Yellow LED (SENSOR) blinks slowly
RS-485 sensor torn off (alarm active) Red LED (MODE) is on

1Wire sensor torn off (alarm active) Red LED (MODE) is on
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DBOM - RS-232

The interface is intended for setting up the device (RS-232

1 5
Setup when DIP1=0ON) and for updating the firmware. O O
[ E]

The DTR and RTS outputs can be controlled from the Flash

setup interface, tied to an alarm state, or controlled over the - - | Not used
network. RxD | <-- | Receive Data
TxD | -- > | Transmit Data
Voltages corresponding to logic levels on these outputs: DTR | -- > | Data Terminal Ready
GND | --- System Ground

DSR | <-- | Data Set Ready
RTS | -- > | Request to Send
CTS | <-- | Clearto Send

- - | Not used

RTS
1 0 (Off) = -10V (-12..-6V)

§ 1(0n)=+10V (6..12V)

OO N (WINF

DTR
1 0 (Off) = 0V

§ 1(0n)=+10V (6..12V)

States of outputs after device restart: ~ RTS = Off (-10V), DTR = Off (OV).

Using the RTS and DTR outputs

Port 3 complies with the RS-232 specification. If needed, the P1250 RC converter (designed for
connecting two 12VDC rated relays to Poseidon 1250 over RS-232) can be used to connect two
external relays. The converter applies approximately 10V to the relay coil, making it possible to
control 9VDC or 12VDC rated relays.

P1250 RC (Relay Cable) - Ordering No. 600 244
Relay coils connect directly to a small terminal block. Polarity is shown on
the label, closed state is indicated by a LED lighting up.

www.HW-group.com 13/102
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Dry Contact i nputs

Three volt-free contacts can be connected to the
terminal block against a single common pin.

The inputs are electrically connected to the power @ 1@2@3@@ UDNH ki D
supply.
T Unconnected i 0f@ff)dbs read as n
1 Activated inputs (closed contacts) read as
fii(On)o, resistance against| the| Cammon pin
must not exceed 500¢q. " Input 1
| Input 2
" Input 3

Specifications:

SCNSIRS

Poseidon 3268

ETHERNET

-

1 Maximum wiring length:  50m

=

Supported sensors:
1 Per-input alarm settings:

Flash setup.

(0]
(0]
(0]

Alarm inactive
Alarm when the contact is opened or closed
Alarm whenever the contact is open

1 Possible alarm responses: Common setting for all inputs

(0]

(0]
(0]
(0]

No response

Alarm alert sent as a SNMP trap

Alarm alert sent by e-mail or text message (SMS)

Alarm alert sent as a SNMP trap as well as by e-mail or SMS

l &~ Input3
L 1

Any contact without external voltage (dry contact)
Alarm activation and state (0/1), configured over WWW - Poseidon

1 Polling period: 800 ms

1 Range of sensor IDs: Inputs use IDs from 1to 9

1 Sensor names: Sensors can be named using up to 12 characters

1 Disconnected sensor detection: No n e, di sconnecte@(Offéensor r

www.HW-group.com
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RJ11 7 1Wire Bus (Dallas 1 -Wire)

1Wire is a bus invented by Dallas Semiconductor and designed to
connect several sensors over a short wiring. The bus carries power

and a single data wire; it is not suitable for long distances or L5
environments with EMC interference. W

+5V Power

- Not used
Data Transmit Data
GND Ground
+5V Power

- Not used

We recommend to keep the total wiring length under 60m, although
functionality has been achieved over tens to hundreds of meters in
experimental settings.

If the wiring connected to a single connector of the Poseidon unit is
longer than approximately 80m, we cannot guarantee error -free
operation , as it greatly depends on the actual wiring implementation,
topology and environment.

OO IWIN|F

1 Maximum wiring length:  Up to 60m in total

1 Supported sensors: Temperature, humidity sensors (see the overview of available sensors)

1 Number of sensors on the bus:  Up to 10 sensors

1 Power to sensors: 5V/50mA available at the RJ11 jack

1 Sensor power consumption:  Power supplied over the bus is sufficient for all connected
sensors

1 Communication cable: 4-wire telephone cable (2-wire in special circumstances)

1 Alarm setting s: Checking the reading against its Safe Range, configuration over WWW 1

Poseidon Flash setup

1 Polling period: 800ms to 10s (depending on the number of connected sensors, 10s for 41
sSensors)

1 Sensor address assignment:  Automatic, each sensor has a unique address
1 Range of sensor IDs: Sensors use ID addresses from 257 to 65535

1 Sensor names: Sensors can be independently named using up to 12 characters, the name is
tied to the sensor ID

M Disconnected sensor detection: Y e s, di sconnected)9%9%.nN%sd0or s r ea

1 Alarm if sensor is disconnected:  If the sensor is set to alarm whenever its reading is outside
of the safe range, disconnection triggers the alarm

Remember: All 1Wire sensors have a unique serial number. These numbers are stored with
sensor names during autodetection and shown as the sensor IDs. If you change
the sensors on the bus, you must re-run Autodetection in the Flash SETUP.
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Special accessories for the 1Wire bus

Poseidon T -Box2 i Hub for 2 sensors '\\\
1 Cable length: 1m ~ \
T Maximum number of connected sensors: 2 \ )
1 Connectors: RJ11 \j 3
T Bustype: 1Wire \ 8/

Poseidon T -Box 7 Hub for 5 sensors

Cable length: 10cm 1&& ERE RN
Maximum number of connected sensors: 5
Connectors: RJ11

=A =_ = =4

Bus type: 1Wire

5

Poseidon Spider i Bridges 1Wire bus to Industrial bus

1 The Spider unit connects to the Poseidon over the
Industrial bus (RS-485)

1 Upto four 1Wire bus sensors (temperature, humidity, dry
contacts) can be connected to the Spider unit

1 Each sensor is connected to a separate connector and
may be located up to 25m away

1 Maximum number of connected sensors: 4

1 Connectors:
T RJ11 for 1Wire sensors
1 RJ45 for the Industrial bus to connect the Spider to the Poseidon unit

1 Sensor types: 1Wire
T Connects to: Industrial bus (RS-485)

Warning: The Poseidon unit warranty explicitly excludes failures caused by connecting
sensors made by other manufacturers or with excessively long wiring.
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RJ45 T Industrial Bus (RS -485)

Port1 7T RJ45

1 g

The RS-485 bus can be used to connect up to 31 sensors over up to
1000m, even in industrial environments. For convenience and ease of W
use, TP cables and RJ45 modular jacks are used to wire the RS485

industrial bus. Not used

The RS-485 bus uses the blue pair of wires (pins 4 and 5), labeled A Not used

and B. The brown pair (pins 7, 8) is used to supply 12V to power the 485 B return
B (-

Sensors . & RS-485

A ﬁ Industrial bus
(AR

If you use the S-Hub unit and the B-Cable module, the green pair of

wires (pins 3, 6) is used for the return RS -485 connection . The green 485 A return

0 N| O O | W N -

pair of wires is not connected at the Poseidon 1250 unit. GND
iy | Ground
+12V
| POVES

T Maximum wiring length:  Up to 1000m in total

1 Supported sensors: Temperature, humidity, current, voltage, and more (see the overview
of available sensors)

T Number of sensors on the RS -485 bus: Up to 31 physical RJ45
sensors

T Power: 12V/120 mA available at the RJ45 jack. Power supplied by
the bus is sufficient for up to 3 external sensors, an S-Hub can be
added to power more sensors

67654321

T Communication cable: UTP, in some cases 4-wire phone cable

1 Alarm settings: Checking the reading against its Safe Range,
configuration in Poseidon Flash setup

1 Polling period: 800 ms to 10 s (depending on the number of sensors, 10 seconds for 41
Sensors)

1 Sensor address assignment: Manual, each sensor must have a unique address (see
sensor manual)

1 Range of sensor IDs: Sensors use IDs from 48 to 122, the address corresponds to the
ASCII code of 0..9, A..Z, a..z characters.

¢ Disconnected sensor detection:  Yes, disconnected sensorsreadas -9 99 . 90

T Alarm if sensor is disconnected: If the sensor is set to alarm whenever its reading is
outside of the safe range, disconnection triggers the alarm

General RS -485 characteristics F

Maximum wiring length 1000 m J -
Up to 32 devices on the bus (Poseidon unit + 31 sensors) I_——I I_——I I__—I

. . . .. . . Line {Daisy chain) RS5-435 topology
High resistance to noise in industrial environments
Daisy chain topology is necessary (as opposed to star topology)
Each device must have a unique address

Wire polarity must be respected

=A =/ =4 =4 =4 A =4

Line must be terminated at the beginning and at the end
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Termination

The RS-485 bus must be terminated at its end. The following options are available:

T Internal jumper on certain sensors (jumper named TERM or TERMINATOR) 1 for example

in Temp-485 or HTemp-485

T B-Cableadapterwi t h ALASTO

1 Externalresistor t o ter minate the bus

configuration
at the

s el

ected
Al asto

DIP switches (Temp-485-Pt100). Connect the resistor between the A and B terminals of the

last sensor.
The resistance of this
reduce the current consumption of the sensors.

resi

Note:
beginning and a single, terminated end
a single interconnection point.

Special accessories for the RS -485 bus

B-Cable - RJ45 / 4-wire connection

The B-Cable module is an adapter that converts a RJ45 jack
connection to a block of 4 terminals A,B,+,7 .

Some of the available RS-485 sensors already have a RJ45
jack; however, some only have 4 terminals labeled A,B,+,- .
Such sensors can be connected Poseidon 1250 or to an S-Hub
using either a TP cable (4 or 6 wires) or the B-Cable module.

1 The 4-wire connection
length should not exceed
20cm.

1 Sensor position on the RS-
485 bus (MIDDLE / LAST)
is selected with jumpers;
see the picture for details.

ACABLE 1x MIDDLE

A = (TERM=OF F, LOOP=0MN)

Sensor

B-m BLE Sansor

stor

s h ccwdedto b e

A disadvantage is that it is necessary to have a wiring topology with a single
, s opposed to the popular star topology with

—_ HERp| 1xLAST
R —— {TERM=0N, LOOP=0FF)
c
. 12 3] ta) Sensors MIDDLE LAST
Ezj/’-ubg EB AB + - AB & -
@ P Ve Yt 1o 1) (2) 3) [4) elelele] |«lelele)
81[7106][5 At 3
al [ e o/ SHup | | CEE | |EICE
e Y B-CABLE B-CABLE
817 ﬁ 5
5x MIDDLE
I_ELI {T:HM=GFF. LOOP=0N) RJ-45 RJ-45
1x LAST LOOP=0N LOOP=OFF
(TERM=ON, LOOP=0FF) TERM=0FF TERM=0ON
www.HW-group.com 18 /102
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Sensor RJ45 MIDDLE cable
RS-485 cable, 0.5m, RJ45/4 pins. Connects
4 terminals (A, B, +, - ) to a RJ45 modular jack

RI45 U RS 485

(uses 3 pairs). GND ()| « =y 1| - Or/W|Not used
Vee (#)] TN 2 e Or _ [Not used
This cable is used to connect all sensors (A) 3l B ()|ew [Rsass
except for the last one in the chain. (B)| = Al E’;'ﬂ' Bl
Sensors connected with this cable must not Term = Off 5| A |Bw Re-HG
terminate the RS-485 bus. 5lR AMmle  |Ress
7|..GND__|Br'W|Ground
MIDDLE 8] 12V [Br [Power

Sensor RJ45 LAST cable
RS-485 cable, 0.5m, RJ45/4 pins. Connects 1_8
4 terminals (A, B, +, - ) to a RJ45 modular % RJ45 U RS 485
jack (2 pairs only).

R A(H|G [R5-485
GND  |Bow | Ground

TERMINATE the RS-485 bus in one of the
following ways:

Tﬂ[-} — 1. | Ot ot used
. . LY
This cable is used to connect the last sensor Vee {+) 2l - Or  |Not used
in the chain. (A) 3[R B (|G [Rs285
=) ol S-LC T L P
The sensor connected with this cable MUST ~ Term =0ON 5),A4,,|BWW
5]
7]
8|

LAST

+12V  |Br  [Power

7 External120Y r esi st or
1 Jumper or DIP switch at the sensor set to TERM=0ON
1 For other options, see the sensor manual

www.HW-group.com 19/102



Poseidon family - Manual

HW group

Poseidon Spider

A converter to connect four 1Wire sensors to the Industrial bus (RS-485).
Each 1Wire sensor connects to a separate connector to enable a greater distance (up to 1000
meters, as defined by the Industrial bus specification).

S-Hub 7T 8x RJ45 TP hub

The S-Hub unit with one input and 8 output ports is used B = =
to connect up to eight RS-485 sensors with TP cables. (=2 G 6% &
I—.‘ an $ /i o
1 Makes it possible to connect sensors in a star (45 765 22 £ L
topology (sensors must be connected using TP
cables) e i1
1 Simpler and faster connection of sensors
1 Makes expanding an installation easier
1 Easier way of powering the sensors, a standard power adapter connects directly to the
S-Hub unit
|J_| 1x LAST
9x MIDDLE (TERM=0N, LOOP=0FF)
{TERM=0FF, LOOP=0M ) [T |
(1] (4]
| X;FL_ L,‘t?'rl I}?ﬁrj A
I —©  S-Hub T :
(#) q—g —E_N —, o {f.- "—E
o 817187 [8) | &
|
I3
/- LA A
£ S-Hub |
N S ®
é 6][5
Note: It is possible to mix the star / daisy-chain topologies with S-Hub, see the

examples in the following chapter.

www.HW-group.com
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Industrial Bus (RS -485) wiring example

’ :UMH‘\‘”\
. pJ

@]
S
Py
T

[0
P — —

\

Temp-485
Temp-1Wire
( z N 10m Term=ON
Fns Y A Hm
; iA Door Contact
\ 7

- E OO RJ45 Patch Straight Cable
RJ45 < 4 pins & rir2
b _~% RJ45 MIDDLE cable

C . : \ ,
<4< 4 pins, LAST (Terminated) 2 wires cable
O- __ % RJ45, LAST cable

—

— —

Catb TP cable, 2 pairs used Telephone cable, 2/3 wires used

Cat5 TP cable, 3 pairs used _

~
\_/ \\-———-—"/

1 The bus leads via a 4-wire connection from a Poseidon 1250 unit to two daisy-chained
sensors, Temp-485 and HTemp-485. Two twisted pairs are used for the connection.

T An S-Hub unit is daisy-chained via the RJ45 jack to the second sensor, HTemp-485, using a
4-wire connection. The brown pair carries power, the blue pair is used for data.

1T Temp-485 and HTemp-485 sensors are connected to S-Hub connectors 1 through 3 using
6-wire connections (brown pair for power, blue pair leads the bus to the device, green pair
back from the device).

1 A Spider converter is connected to connector 4 of the first S-Hub with a patch cable. Three
Temp-1Wire 10m sensors and one contact are connected to the Spider (door contact
connects to the blue RJ45 pair).

1 The second S-Hub unit is connected with a patch cable to the Spider output.

1 Temp-485 and HTemp-485 sensors are connected to S-Hub connectors 1 through 3 using
6-wire connections (brown pair: power, blue pair: bus to the device, green pair: bus return).

1 Connector 4 connects a Temp-485 sensor over a 4-wire connection (brown pair to power the
sensor, blue pair for the A/B signals of the bus).
The Temp-485 sensor is configured to terminate the bus using the TERM jumper.

www.HW-group.com
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User interface

The product can be configured in various ways which are described in this section, including a
description of the parameters.

ll

UDP Config
Simple utility for configuring IP addresses (for Windows and Linux).

Web interface
Primary communication interface that invokes other links and the Flash setup.

Flash setup
Detailed user interface for configuring all features of the device.

Telnet setup
Configuration of special features, troubleshooting.

Backing up and restoring configuration
How to save and restore product configuration.

For automated configuration or retrieving values in third-party software, use the open communication
interfaces described in the following chapter, Using Poseidon units in your programs.
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UDP Config

UDP Config is a freeware utility for assigning IP addresses and changing network settings over the
Ethernet.

T  Windows and Linux version
1 IP address is assigned to a product with a specific MAC address
T No installation is necessary, simply run the EXE file
1 Provides a clear overview of device names and parameters
x
our PC network, zettings 3 |
P aLlt...
H I.U ;Z“D'm" e hw_gﬂt‘;{iﬁ IF addiess:  192168.5.2 —
RO i ; Metmask: 2552552550
vewHUW-group.com o ity far the Hiw group devices Gateway: 192.168.5.1 ﬁ Eind Devices
Device ligt:
Name: IP address: Port:
|Paseidon model 1250 [192 1685114 SET]
MAC:
& Dpenn WEB Browser_ | [00:08 550306 47
LEES Fi wersion:
f255.255.255.0 |1.95
G ateway: Device ype;
19216551 |Paseidon madel 1250
— [ Enable IP access filter DHCP:
INUt supported
IF filter walue;
|searching modules... done ID-D-D-IJ I™ [ Enable YT -
IP filter mask: ¥ Enabls TCP setup Open | B
_ fo.0.0.0 [ Erable DHCR
Maln featureS — Default vahes [~ | Erable TEL authorisation
T Well-designed graphical environment i Load defonils |
ﬂ DeV|Ce name, type, MAC addl‘eSS, IP [W Check if new IP address is empty
address and communication port is ' 23 oy changes |
displayed after a device is found
[ready

T Compatible with all HW group products (Poseidon, Damocles, PortBox, PortStore, 1/0
Controller, IP relay and other product lines)

Windows and Linux versions available

Displays current network settings of your computer

Verifies whether the IP address is available before assigning it
Single-click access to the product web page

Ability to open a Telnet session for TCP Setup

=A =/ =4 =4 =4 =4

Ability to restore factory-default settings

Detailed program description as well as an instructional video clip are available on the CD supplied
with the device, or at our website: http://www.hw-group.com/software/udp config/index en.html
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WEB interface

Primary communication interface, provides links to other pages as well as to the Flash setup.
Poseidon 1250 offers a simple and user-friendly graphical WWW interface. Besides displaying
current readings, the interface provides access to complete device configuration and management,
including network settings, sensor configuration and alarm responses (SNMP traps).

To access the web interface, enter the Poseidon IP address into the URL field of your browser:

/2 poseidon model 1250 - Windows Internet Explorer 101 =]
@i‘ ~ |&] http:jj192.168.5.114jindex.htm El1# | x| |coogke P~
. ¥ A 7 =
W R -G @- D AE - O
-
Poseidon model 1250
Dry Contact Inputs
Name Number Current Value Alarm Alert
Contact Input 1 11 0 (Off) Active if off
Contact Input 2 2 0 (Off) Disabled
Contact Input 3 13 1 (On) Active if on
Sensors
Name ID Current Value Safe Range Alarm Alert
Sensor 1 - Temp 51423 24.8 °C 10.0 .. 28.0 SMNMP trap
Sensor 2 - Temp 74 25.9°C 10.0 .. 28.0 Email and SNMP trap
Senscr 3 - Humi 106 57.0 %RH 10.0 .. 60.0 Email
Device name: Poseidon
web Configuration: Flash Setup
Terminal Configuration (TCP Setup): Connect with Telnet to 152.168.5.114 Port 59
Firmware: ersion: 1.9.6 (update) / MIB / X5D
For more information try www.HW-gqroup.com
[ -
|D|:|ne |® Inkernet | 0w - 2

The main page with the overview of sensor and input readings automatically reloads every 15
seconds.
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Dry Contact Inputs

This section displays current states of dry contact inputs, including alarm status and settings. Active
alarm is indicated by a red background of the corresponding line.

T Name
Textual name of the input, assigned by user in the Flash Setup
T Number
Unique input ID, as marked on the unit
1 Current Value
T 0 (Off) i Open contact
T 1(0On)1 Closed contact
T Alarm Alert
List of alarm alert settings for each input (triggered by value out of safe range)
T Line background color:
1 White / no color = Input is not in alarm
T Red = Inputis in alarm
Sensors

The Sensors table displays information (valid at the time of the last refresh) about detected and
activated sensors, including their states.

1

Name
Textual name of the input, assigned by user in the Flash Setup

ID
16-bit ID of the sensor, unique within a particular device

Current Value
Current sensor reading, including the unit
Note: If a sensor is not connected, -999.9 is displayed.

Safe Range
As long as the reading stays within this range, alarm is inactive

Alarm Alert
List of alarm settings for each sensor (alarm is triggered by reading out of the safe range)

Line background color:
T White / no color = Input is not in alarm
1 Red = Inputis in alarm
T Yellow = Alarming is disabled for this input but the value is out of the safe range
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Miscellaneous information

Note:

Device name
Device name assigned by the user in Flash Setup

Web Configuration
Link to the Flash Setup

Terminal Configuration (TCP Setup)
Link with the IP address and port to open a terminal session for TCP Setup

Firmware
Firmware version, option to upgrade over the web (update link)

T MIB links to the SNMP definition file
(right-cl i ck the | Bakeamdrgeteasa&vie the file t

T XSD links to the XML definition file for values.xml
(right-click the link and selectin Sa v e T ar tg save the §leto disk)

Textandlink A For mor e i miwe.HWhgraup.aomo t r y
Customizable link to the supplier or service provider. The text can be changed in TCP Setup,
see the detailed description of TCP Setup.

The design of the main page can be changed only after consulting the manufacturer;
we offer a ACustomizationo progr am. For mc
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Flash setup

The Flash Setup graphical interface in Poseidon is designed for user-friendly device configuration. To
open it, click the Web Configuration: FElash Setup link at the bottom of the main web page.

The concise and user-friendly graphical interface consists of 7 tabs. The General tab contains basic
information about the connected sensors. In addition to numeric values, temperatures are indicated
graphically at the left-hand side of the page. The page reloads at the specified interval.

Note: To open a FLASH page, FLASH support needs to be installed on your PC. If the
PC is connected to the Internet, the plug-in is downloaded automatically.
Alternatively, you can install the plug -in from the supplied CD i
\Poseidon \install flash player 7.msi

{2 Poseidon Flash Interface - Windows Internet Explorer -0l x|
@ + | ] http:}50.250.21 84/indexz htm =l 42} x [ cooge R

J Soubor  Clprawy  Zobrazitk  Oblbend polofky  Mastroje  Mapowsda

W e # | Poseidon Flash Inkerface

| J @ - - @ - @vﬁtrénka - @Nés;roje - ?
[-

General Setup SHMP Ermnail & = Log & Timme  Sensors  Inputs  Outputs  Systemn Info Index Page

Name .I Current Value
vy contact 1 ]
ont

-] Sensor ID | Current Value | SafeRange Alarm Alert

10.0
15.0
10,0 .. 60.0
10.0 .. 60,0
10.0 o 60.0
-15.0
o : 10.0
2. floor hurmid 0: 79,0 %R 10.0

Values reloaded 49 times. Reload values every III [s]

[
|Hotm-'u:u ’_ ’_ I_ I_ I_ Iﬁ |@ Inkernet | @, 100% - 2

1 Values reloaded X times 7 shows how many times were the readings reloaded
1 Reload values every i interval for reloading the values, in seconds
1 Start/Stop button i enable/disable periodic reloading of values from the Poseidon unit
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General Setup

Network settings of the device: Network parameters, trusted IP address range, temperature units,
output states, etc.

/= Poseidon Flash Interface - Windows Internet Explorer N ] [

% ~ | €] http:j50.250.21 84/indexz htm =] [ #2/| % [5000 B

J Soubor  Cpraswy  Zobrazik  Oblbend polofky  Mastroje  Mapoweda

{Ih’ 493 & | Poseidon Flash Interface | J @ - - @ - @Pitrénka - @Nés;raje -

General SHMP Ermail & :  Log & Time  Sensors  Inputs  Outputs stermn Info Index Page
L

W Device Name Poseidon 1250 online

MNetwork Settings

Device IP Address

Metwork Mask
Security ; Gateway

IP Access Filter DNS Primary

DNS Secondary
HTTP Port

TCP Telnet Setup
User Passwords

Name

Other Settings and Informations
Display temperature in :

_ Flash Setup Version:
HW Security Protection Disabled

=
Hotowvio ’_ ’_ l_ l_ l_ lﬁ |ﬁ Inkernet | H100% v

Device Name
Name assigned to a particular device. The name is shown in all lists along with the IP address (UDP
Config); it is used as the sysname variable in SNMP.
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Security

Security settings. Details about individual modes are
shown in the following table. Lines indicate the
method of accessing the device over IP, columns
specify the restrictions resulting from the respective
security settings.

-

S:El:urityt

IP Access Filter

SNMP

User Passwords

Name

B I |read l.:ir'I-..-—l.::|_.-|-ul_n5.
B 0000 |

HW Security Protection Disabled

Read & Write

No HW User Password IP Access Filter Comsnl:lﬁlizies
restriction protection
s(defauty | DIP=On | Read | Read+ | Read& | rrp | gymp | comuni | Comun2
only Outputs Write
Web index v v v v v filtered
Flash setup R/W R R R/W** R/W filtered
Values.xml R R R R R filtered
Setup.xmi R/W R/W** R R/W** R/W filtered
SNMP get (next) R R filtered R* R*
SNMP set W X filtered | [R¥W* | [R*]W*
Modbus/TCP R/W R
TCP setup v’ X X X v
UDP Config R/W R
FW update v o o X v filtered
Outputs M2M R/W R/W R R/W R/W

* R and/or W must be enabled on the SNMP Setup tab by checking appropriate boxes.
W** Only outputs can be changed, nothing else. Even the output mode cannot be changed.

Note: T h e redtrictionsocolumn reflects the default configuration (also shown on the
screenshots presented here). That is, HW protection DIP=0Off, no password set, IP Access

filter set to 0.0.0.0/0.0.0.0.

1 HW Security Protection
A DIP switch that prevents any changes in the device configuration.

T OUTPUTS: You can change values of outputs.
T CONFIGURATION: No changes are permitted.

The protection status is displayed in the bottom left-hand corner. When the HW Protection is
active, any configuration changes, including changes of the output states, are ignored. This
mode is useful when connecting the Poseidon to a publicly accessible network.
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T User Passwords
Two separate user accounts (username and password) can be configured for SNMP and
HTTP access.

1 Account types:
T ®Read Qncanydly read values and configuration settings

T ®kRead Onl y +i céaudagwvalties @and set outputs, cannot change
configuration settings (not even sensor names)

1 d&Read & Write 6i can perform any changes

T The ARead Onl y o0 -enlyacoesstdvalles sannoteperfdrm any configuration
changes. The fiRead&Writeo account can change

T After setting up a username and a password, you will be asked to log in every time
you try to open the Flash interface.

1 Passwords also apply to access to the values.xml and setup.xml files T see the table.

T In case of ARead Onlyodo HTTP access, you Ww
configuration settings in Flash setup.

T 1P Access Filter
Allows you to define a range of trusted IP addresses that are allowed to access the Poseidon
over HTTP and SNMP. The trusted IP range is configured separately for each protocol.

To set up the filter, specify the base IP address and the mask that define the trusted range.
Access is granted if the following condition is true (AND represents bitwise multiplication):

(IP trying to access AND IP Mask Range ) = IP Address Value

IP Filter settings | Access granted to |
IP Address Mask Value From i To
Value
192.168.1.2 192.168.1.2 192.168.1.2 Only one IP allowed
192.168.1.87 192.168.1.87 192.168.1.87 Only one IP allowed
192.168.1.0 192.168.1.224 192.168.1.071 192.168.1.31 32 allowed addresses
192.168.1.0 192.168.1.0 192.168.1.0 i 192.168.1.255 Ql'lloiffdaddresses 192.168.1.x
192.168.0.2 192.168.254.255 192.168.0.2 and 192.168.1.2 | One address but on two
networks
192.168.0.0 - 192.168.0.15
192.168.1.0 - 192.168.1.15
192.168.0.0 192.168.252.240 192.168.2.0 - 192 168.2 15 4 x 16 addresses allowed
192.168.3.0 - 192.168.3.15
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T SNMP Access - communities (passwords)
Two different password can be configured. For each of them, it is possible to allow R or R/W

access, or temporarily disable it.

Most SNMP programs use the following (default) settings. For security reasons, we highly
recommend to change the R/W access password.
T R(get,getnext)i publ i co

T R/W (set) Aprivateo

Caution : SNMP Access settings are available at the SNMP Setup tab.

What to do if you forget your password

1 Restore the factory-default configuration of the device by one of the following methods:

1 Use the UDP Config utility (must run on the same network segment).
Rightcl i ck the |l ine corresponding to the de\
pop-up menu.

1 Use the DIP Load defaults feature.
Toggle the DIP1 switch several times during the first 5 seconds after powering up the
device.

1 Connect to the Serial Setup (RS-232) and execute the Load Defaults function from
the terminal menu. The menu is equivalent to that of Telnet Setup.
To enter the menu: 9600/8N1, DIP1=1, restart the device.
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Network Settings Network Settings
This block configures the main network parameters for
Ethernet communication:

Device IP Address
Metwork Mask

1 Device IP address Gateway
IP address of the unit. After a change, the device DNS Primary
needs to be restarted. DNS Secondary

1 Network mask HTTP Port

Local network mask. After a change, the device TCF Telnet Setup
needs to be restarted.

1 Gateway
Default gateway. After a change, the device needs to be restarted.
T HTTP port

Port for communication over the HTTP protocol. Default is 80.

T TCP Telnet Setup
Port for the terminal telnet setup mode. Default is 99.

DNS Settings
Primary and secondary DNS server settings. Gateway needs to be set properly for correct operation.

A DNS server is necessary for converting domain names to IP addresses. Without a correctly configured
DNS server, the following functions will not work:

1 Time sync (SNTP), used in e-mails and SNMP traps to timestamp events
T E-mailing (SMTP)
1 Logging of values with timestamps

Note: The DNS server is often the same as the gateway. Sometimes, the local firewall only allows
access to a specific local DNS server. Please contact your network administrator for details.

Other Settings and Information

1 Display tem perature in
Specifies the unit of temperature (C i Celsius / centigrade, F i Fahrenheit, Ki Kelvin). The
setting only applies to the WWW interface.
specified otherwise in the interface description.

1 Flash Setup Version 1 Version of the graphical interface
1 Device FirmWare i Version of the device firmware

T Update FW button
Updates the firmware over the WWW. The link to the update page is available at the main
page, too. Firmware update erases the current device configuration.

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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The SNMP Setup tab allows you to configure the settings for communication with the device using
the SNMP protocol.

HW group

/2 poseidon Flash Interface - Windows Internet Explorer =10lx]
@ ~ | €] http:/50.250.21 84/indexz htm 1=l [#2)[x [ ooge [2]-]
J Soubor  Clprawy  Zobrazik  Oblbend polodky  Mastroje  Mapowsda
W & | Poseidon Flash Inkerface | | J - - (0~ | Strdnka - (CF Nastroje -

B

General General Setup Email & SMS  Log & Time

W

Sensors  Inputs Qutputs  System Info Index Page

General SNMP Settings

W SNMP port

SNMP Access

MIB II System Group

SysContact suppart fgroup.cz
SysName

SysLocation

[~
|H0tm-'|:| ’_ ’_ I_ I_ I_ Iﬁ |@ Inkternet | @‘l 100% = 2

General SNMP Settings
1  SNMP port

Communication port to use for the SNMP protocol (default is 161).

SNMP Access
Defines names and access rights for user groups that can work with the Poseidon unit.

1 Community
Textual name of the authorized group (usually Public and Private )
1 Read 1 The community is authorized to read variables over SNMP

T  Write T The community is authorized to write values to variables over SNMP
1 Enable 1 Enables or disables the group (community)
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SNMP Trap Destination
Define target destinations A and B for sending SNMP traps.

Community T Textual name of the group for the SNMP trap being sent
IP address T Destination address where the SNMP traps will be sent
Port 1 Destination port where the SNMP traps will be sent

=A =2 =2 =2

Enable i Enables transmission of SNMP traps to this destination

MIB Il System Group
User-defined settings in the standard SNMP header.

T SysContact 7 How to contact the system administrator, e.g. an e-mail address
T SysName 1 Device name
1 SysLocation iLocation of the wunit, e.g. Al T room,

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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Email & SMS Setup
/= Poseidon Flash Interface - Windows Internet Explorer -0l x|
% - |§| http:f/80.250.21.54/indexz . htm j |E| |E| IGnu:ugIe |}'J '|
J Soubor  Opravy  Zobrazik  Oblbend polofky  Mastroje  Napowsda
T dhr € | Poseidon Flash Interface | J ﬁ = £ @ o @gtrénka o @Nésl;roje o ®
[
General General Setup SMMP Log & Time  Sensors  Inputs  Outputs  Systemn Info
Email Settings
SMTP Server
Port
Email Sender Address
Authentication
Name/Password
Email Subject Text
Alarm Emaii Recipient
Alarm Email Copy
Periodic Log Recipient
Send Test Email
GSM SMS Interface Enable [
R5-232 G5M Module W aiting for modem
SMS Center Number
Alarm SM5S Recipient 1
Alarm SM5S Recipient 2
[~
|Hotnvo I_I_I_I_I_mlﬁ Inkernet |@,100% - 4
. SMTP Server i Host name or IP address of the SMTP server
1 Port 1 Port for communication with the SMTP server (25 by default)
1 Email Sender Address i Emai | address that wil/l be shown
1 Email Subject Text T Subject of the e-mail being sent
1 Alarm Email Recipient 1 E-mail address of the recipient (To)
1 Alarm Email Copy i E-mail address of the recipient (Cc)
1 Periodic Log Recipient 1 E-mail address of the recipient for periodically e-mailed logs
1 Authentication T Enables username/password authentication if the SMTP server requires it

7 Name i Username for authentication with the SMTP server

1 Password T Password for authentication with the SMTP server

1 Send Test Email

button 7 Sends a test e-mail

Send Test Email

www.HW-group.com
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Tip: Itis not always necessary to configure a SMTP Server in order to send e-mails. The Poseidon
can work as SMTP server itself and deliver the e-mail directly to the recipiento s mai | b o x .
However, always test this mode in your particular environment i the e-mails sent in this mode
are often blocked by various spam filters due to missing reverse MX records.

Poseidon can only send e-mails, it cannot receive them!

Example of a received e -mail:
E-mail is sent upon every alarm activation and deactivation.

DATE TIME Device_ NAME Device_IP
10.10.2005 15:04:27 Server_rooml 192.168.1.20

Email initiated: 48245 T - Room Alarm ACTIVATED

ID SENSOR_Name VALU E UNIT Safe_ RANGE ALARM

ALARM state:

48245 T - Room 25.30 °C -45.0.. 22.0 Enabled
1 C - water OFF if OFF
Sensors list:
48245 T - Room 25.30 °C -45.0.. 22.0 Enabled
1559 H - Room 53.00 %RH 30.0.. 80.0 Enabled
48 T - Srv01 -27.30 °C -49.0 .. 1 25.1 Disabled
257 ABCDEFGHIJKLMNO - 109.30 °C - 150.0 .. - 105.0 Enabled
1 C - water OFF if OFF
2 C - AirFl OFF if ON
3 C-Doorl OFF Disabled

Server_room1: http://192.168.1.20 00:0A:59:00:00:00

Tip: For detailed description ofthee-ma i | f or mat ,gPgseidon unitse yaurUs i n
programso section.

Sending a test e -mail

Multiple systems need to be configured correctly in order to send e-mails from the device
successfully. Therefore, it is advisable to double-check the following parameters:

Gateway for the network connection
DNS server for the network connection

SMTP server and port
Authentication turned on, correct name and password

= =_ =2 =4 =4

Spam filter of your mailbox turned off
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GSM SMS Interface Enable [

RS5-232 GSM Module W aiting for modem

SMS Center Number
Alarm SMS Recipient 1

Alarm SMS Recipient 2 Send Test SMS

GSM SMS Interface
Configuration of parameters for communication over a GSM modem connected to the Poseidon via
RS-232. This function is supported, for instance, by Poseidon 3265 .

1 RS-232 GSM Module i found/not found
Indicates whether the GSM modem was detected after power up.

1 SMS + Ring when Alarm
Not supported yet. When sending a SMS, a call to the recipient's number is dialed and then
terminated after four rings.

1 SMS Center Number
Phone number of the SMS center. Please ask your mobile service provider for the correct
number. It is usually pre-configured on the SIM card.

T Alarm SMS Recipient 1
Phone number of the first SMS recipient to be informed about an alarm.

T Alarm SMS Recipient 2
Phone number of the second SMS recipient to be informed about an alarm.

1 Send Test SMS button i sends a test SMS using the current configuration.

SMS example
7 Device name: Poseidll

1 Sensors in Alarm:
1T Rackl1l1l = 48.5AC, threshold is 40AC
1 T'TRoom = 48.3AC, threshold is 35AC
f H-Room = 10% RH, threshold is 45% RH

Poseid11 #ALARM Rack11:48C/40C T- Room:48C/35C H - Room:10%/45%
Imp3:0/1 #STATUS Inp:0 0 1 Sens: -18C 21C 22C 19C 28C 48C 10% 42C

Tip: For a detailed description of the SMS forr
programso section.

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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Log & Time

This tab lets you configure the date, time, and logging options (if supported by the particular
Poseidon model).

/2 poseidon Flash Interface - Windows Internet Explorer =10lx]
w ~ | €] http:/50.250.21 84/indexz htm 1=l [#2)[x [ ooge [2]-]
J Soubor  Clprawy  Zobrazik  Oblbend polodky  Mastroje  Mapowsda
W & | Poseidon Flash Inkerface | | J - - (0~ | Strdnka - (CF Nastroje -

[

General General Setup SHMP Ernail & 1 Sensors  Inputs Qutputs  System Info Index Page

Actual Date / Time

W Current Date

Current Time

Time Synchronization

‘\1

r.___ SNTP Server tirme.nist.gow

T wne shift to server time (GMT) +1 Hour

Apply Changes

[~
|H0tm-'|:| ’_’_I_I_I_Iﬁlﬁ Inkternet |Q1DD% T &
Actual Date / Time
Current date and time settings.

1 Current Date i Date in the fdd.mm.yyyyoformat, for example: 31.12.2006
1 Current Time
Current time in the 24-hour fhh:mm:ssoformat, for example: 17:38:55. The time updates
automatically aslongast he br owser window is opeS3etDate& i s
Timed button is clicked.
Note: Date and time changes are not linked to the Apply Changes button and must be

confirmed by clicking the Set Date & Time button.
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Time Synchronization

SNTP server settings for time synchronization. If the time is not set (the date 1.1.1970 is displayed),
the device attempts to synchronize the time approximately once per hour until successful.

1 SNTP Server
IP address or host name of the SNTP server to synchronize the time with. Preconfigured
server is ntpl.sth.netnod.se

1 Time shift to server time (GMT)
Configure the offset of your timezone with respect to that of the SNTP server.
SNTP servers use UTC time, which is nearly equivalent to GMT (London time). Hence, for
Paris, Berlin, Prague, and other locations within the same time zone, set +1 hour.

Note: The clock does not run when the device is powered off. The unit contains no
battery. After a power failure, the time will be synchronized with the SNTP server.

Data Logger Settings

Settings for logging values to the circular buffer within the internal flash memory. When the buffer is
full, the oldest values are overwritten with the newest ones.
This function is supported only by certain Poseidon models, for example the Poseidon 225 0.

Device Logger Settings

Store all actual sensor values to the logfile every [s]

Total estimated logfile capacity is 3 days, 10 hours and 25 minutes

Report Log Period [h] Erase log after e-mail [J

Qpen logfile Clear loofile

1 Store all actual sensor values to the logfile every
Frequency of storing all current readings to the logfile.

1 Total estimated logfile capacity is
The capacity estimate is given in days, hours and minutes. The Poseidon calculates the
capacity based on the number of sensors detected.

Caution: When the circular buffer is full, the remaining capacity shown will be zero.
Clear the buffer to find out the total capacity.

1 Open logfile button
Stores the current log file to disk, invokes the external /spilog.txt file.

1 Clear logfile button
Clears all values from the logfile, invokes the external /spilog.del file.

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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Sensors
This tab configures the parameters for all sensors on both buses.
-0l
@ - I& http:)/80.250.21.54/index2 . htm j |E| |E| IGDDg|E |;FJ "|
J Soubor  Clpravy  Zobrazit  Oblbeng polofky  Mastroje  Mapoveda
wWodhe & | Poseidon Flash Interface | J @ - = @ - @itrénka - @Nés;rl:uje -
[
General General Setup SNMP = Log & Time Inputs Cutputs  System  Info Index Page
N
II
[
|Hotove [ [ [ [ [3 e mntemet [ ® o0 - 4

Autodetect Sensors
Starts the automatic detection of connected sensors.

When you click the button, a pop-up dialog asks you whether you
want the device to stop all other tasks and start detecting sensors
automatically. Click OK to stop all activity and start the
autodetection. The process can take a long time, even 2 minutes.
When the detection completes, a dialog informs you about the
results. After a successful autodetection, all sensors are ready to
measure.

Note: For a faster autodetection with a more detailed output, see the TCP Setup
section.

www.HW-group.com 40/ 102



Poseidon family - Manual HW group

Sensors

Name

The sensors must be detected with Autodetection after every change.

f Namei Name of the input, up to 12 chars (e.g.
1 SensorIDiUni que sensor identifier, specifies it
Poseidon product | i mextion for more information about sensor addresses.

The address ranges for sensors are [65..150] and [256..65535].

1 Current Value 1 Current sensor reading.
Sensors that are not found or not working read as -999.9.

1 Safe Range
Range of valuesthatar e consi dered Acorrecto. When exce
E.g. when set to 15.0 1 35.0, an e-mail is sent if the value is below 14.9 or over 35.1.

1 Hysteresis Idle Range
Defines a tolerance band when exceeding a
threshold in order to avoid raising multiple
alarms when the reading fluctuates near the
threshold.
See the detailed description in the Sensor
Hysteresis section.

e

1 Delay [s]
Delays the information about alarm beginning
and alarm end.

1 Out of Safe Range Time
Defines the response if a reading is outside of
its safe range:

T SNMP Trap i Enables sending a SNMP trap upon alarm activation/deactivation
1 Email & SMS i Enables sending an e-mail and a SMS upon alarm activation/deactivation

Note: SMS (text messages) are sent through a GSM modem connected directly to the
Poseidon unit via the RS-232 interface.
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Inputs
Parameters for Dry Contact inputs.
{2 Poseidon Flash Interface - Windows Internet Explorer =10l x|
w ~ | http:{/80.250.21.84/index2.htm =l 42| [ aooge [2]-]
| soubor C(prawvy Zobrazt Oblibené polodky Méstroje  Mapoviéda
U6 @0 8| Poseidon Flash Interface | J f3 ~ B - o v [Steanka v (F Nastroje =
[
General General S SHMP Emai = Log & Time Outputs  Systern  Info Index Page
-
Dry Contact Inputs
Dry Contact Inputs state reaction:
[~
Hokovo [ [ [ [ [ [3Emteme: [F 100 -
Y Namei Name of the input, up to 12 chars (e.g.
1 ID 171 ID of the input variable, unique within the device [1..32]
1 CurrentValue TCurrent stat @OfHd U@mM) i nput (A
1 Alarm State i Alarm state definition for each input
T Active if On T Alarm is active whenever the input is 0 (On)
T Active if Off T Alarm is active whenever the input is 1 (Off)
T Inactive 1 Input has no alarm state defined
42102
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1 Delay [s]
Delays the information
about alarm
beginning and
alarm end.

Time
Delay [s]

Dry Contact Inputs

Dry Contact Inputs state reaction:

Send SMMP Trap + Email &

1 Dry Contact Inputs state reaction
Response to alarm activation/deactivation, common for all Dry Contact inputs.

T Inactive T Poseidon does not react to alarm from Dry Contact inputs.

1 Send SNMP Trap T SNMP trap is sent upon alarm activation and deactivation.

1 Send Email & SMS i E-mail and SMS are sent upon alarm activation/deactivation.
)l

Send SNMP Trap + Email & SMS 1 Both the SNMP trap and the e-mail (or SMS) are
sent upon alarm activation or deactivation.

Note: SMS (text messages) are sent through a GSM modem connected directly to the
Poseidon unit via the RS-232 interface. See the list of Poseidon models for
details.
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Outputs
Configuration of output control and mode.

=101 x]
% - F@ http://80.250.21.92 index2. htm ﬂ |E| |E| |G°°'3"3 |ﬂl|

J Soubor  Clpravy  Zobrazit  Oblbeng polofky  Mastroje  Mapoveda

'ﬂ’ 493 @Pnseidon Flash Interface

| J o - - (s v b Strdnka - (CF Nastroje -
[

General General Setup SHMP Email & SMS System  Sensors  Inputs Info Index Page

Outputs Settings

Mame
O Manual
BinOut 1
O Local Condition
O Manual
BinOut 2

OLocal Conditigl On noe &.0 Frague outside(G173 «

HW Security Protection Enabled

[~
|Hotove [ [ [ [ [3 e mntemet [ ® o0 - 4

1 Namei Name of the output, up to 12 chars (e.
1 ID i ID of the output, unique within the device [151..215]
f CurrentValue T Current stat eO(@ff)o tVECmgout put (i
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nigher than Trigge - Frague outsidel
Tl

ual to Trigoer
nan Trigger
an Tricoer

1 Output Control
1 Manual T Output controlled over the web or M2M protocols (XML, SNMP..)

T Change to On/ Off T Change output state (after confirming with Apply
Changes)

1 Local Condition i Output is controlled by a sensor, according to a condition.
For M2M protocols, the output value is read-only (output cannot be controlled).
The control is tied to the Target Value, using hysteresis (IDLE Range) set for the
given sensor.

T Onif any alarm
The output is closed if at least one of the inputs or sensors is in alarm.
This one condition accepts also the DELAY and HYSTERESIS settings per
defined sensors or dry contact inputs.

T Onif value equal to Trigger
The output is closed if the value matches the Target Value setting.

1 On if value higher than Trigger
The output is closed if the Current Value is greater than the Target Value
setting.

T On if value lower than Trigger
The output is closed if the Current Value is lower than the Target Value setting.

1 Target Value 1 Trigger value for the conditions.
1 Dependent On i Selection of a sensor to which the condition applies.

Note: Condition-controlled outputs are not available at Poseidon model 2250.
Local conditions are also called IP Thermostat mode .
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System
/= Poseidon Flash Interface - Windows Internet Explorer B ] B
@ - |g, http:)/80.250.21.54/index2 . htm j |E| |E| IGDDg|E |;FJ "|
J Soubor  Clpravy  Zobrazit  Oblbeng polofky  Mastroje  Mapovéda
"i} ‘ﬂi' & | Poseidon Flash Interface | J @ - - @ - @Pitrénka - @Nés;rl:uje - »
Bl
General General Setup  SHMP Email & = Log & Time Sensors  Inputs  Outputs Index Page
L '.
Configuration
onfiguration Load Configuration
System
Uptime 18 days, 5 hours, 4 minutes and 40 seconds
Device FirmWare: 1911 Check for firrmiare updates pdate Fyy
Apply Changes
[~

|Hotove [ [ | @ [ mntemet [ ® o0 - 4

1 Save Configuration 71 Stores the setup.xml file with device configuration to your HDD.

1 Load Configuration 71 Loads a XML file with the configuration from your PC.

1 Uptime T Time of uninterrupted device operation (since last restart).

1 Check for firmware updates

Online check if a newer firmware version is available at the HW group server.
1 Update FW 1 Loads a .HW(g firmware file from your PC to the device.
46/ 102
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GSM modem (local or remote)

Select Disabled to use a
remote GSM_modem .

Select GSM Modem for a

local modem.
—
Address of the <
remote GSM

modem (SMS GW).
Select Local or Remote
GSM modem .

—

Alert SMS (rings)
will be delivered to
these phone
numbers.

Text messages (SMS) can be sent in two ways:

A) Local GSM modem
A GSM modem is connected to the Poseidon's RS-232 interface. The modem is powered
from its own adapter or from the 12V terminals. An active SIM is inserted in the modem, PIN
is disabled. SMS Center should be retrieved from the SIM after start-up.

B) Remote GSM modem
Poseidon does not have its own GSM Disaldegdn. A S
To send a SMS, a GSM modem connected to anot
product is used. The remote GSM modem must be accessible over the network, using the A
address, by default at port 80, 0 sezvice.xinlo .

The communication takes place using the SOAP protocol; therefore, the sending Poseidon
unit retries sending the SMS if the connection was not established or refused.

1 The throughput of the remote GSM modem is limited to 5 SMS per minute for Poseidon units
and about 20 SMS per minute for ASMS GWo.

1 The modem function can be tested by pressing the corresponding button.
1 The SMS + Ring When Alarm option rings the phone number for 4 seconds after sending the
alarm SMS.

Note: Configuration changes must be confirmed by clicking the Apply Changes button.
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