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SNMPv3 support is heré!

The SNMP v3 is now supported in all the Poseidon2 units. This is a major update that brings many
advantages and improvements. The following text will explain all the advantages of the SNMP v3 and
how to use it in the Poseidon2 devices.

The SNMP basics

The SNMP (Simple Network Management Protocol) is a way of quick and simple supervision of network
elements and services.

It is being increasingly used for monitoring the environment where these elements work. Mainly due to
the possibility to monitor the temperature, humidity and other values in the same monitoring software
as the other operating parameters of the system. The SNMP was originally designed to be extremely
economical and to exist above the UDP protocol. This was to be sure the network management does not
put a high load on the network itself. Today in times of gigabite and faster networks the priorities are a
little bit different and thus the SNMP got a lot of extensions and improvements.

The SNMP is an asynchronous, transaction-oriented protocol based on the client/server model. The
party that sends requests (SNMP client), can be a simple SNMP browser or a complex NMS (Network
Management System). On the device side is there is an SNMP agent (SNMP server), that responds to the
requests. SNMP traps are an exception and those are sent by agents asynchronously when an event
occurs (power failure, fan failure, value excessed, new device discovered...). You need to define the
address where the information is sent in advance. The UDP protocol is used to transmit data and it is
defined where the applications of individual companies can connect. This is managed by IANA
organization (Internet Assigned Numbers Authority - literally: Internet authority for assigning telephone
numbers). SNMP can not only be used to read the current values, but also to write the operating values
(configure devices).

The SNMP versions

The SNMP Protocol has been developed gradually. The first version (SNMPv1) provides basic SNMP
functionality and it is very efficient. As networks were speeding up so was the need for a greater
security. Simple authentication was added to SNMPv2 (security with username and password), which
followed by adding encryption in the latest version of the protocol (SNMPv3)

In SNMPv1 only Community served for identification of the "authorized" agents. Although the name was
user definable, usually only two values are used - "public" for reading and "private" for reading and
writing.

The SNMPv2 improved in performance, security, privacy and communication management. The SNMPv2
standard is not much used and is replaced by SNMPv2c, which is compatible with SNMPv1 and has an



23, @8 Hungary

@ Auspria,,
‘ < ‘\ larus

w-.
*&;‘. : fﬁ

v T

i _{ﬁ/‘ Jordan s
< AN - gt NOCEERY. Kuwai \&
/. extended set of commant higher efficiﬂe SNKPv2u was also not very popular though it
/uaﬁe first attempt to establish SNMP secur tlres.
-4 s
J SNMPv3 is an upcoming variant of the standard and it contains not only the user authentication, but

also encrypted communications. For the security Username (similar to Community), Password for
authorization (Authentisation password) and key (Privacy password) are used. During the authorization,
the communication can be encrypted using MD5 or SHA, private communication can then be encrypted
using DES or AES. Starting from SNMPv3 it becomes a full-fledged management protocol in the most
demanding corporate networks. The main advantage is that the MIB stays the same and there is no
need of any special arrangements during the transition to SNMPv3.

There is an unlimited number of users in the SNMPv3, which allows you to track and log the activity of
individual operators. Each user has his combination of Username, Auth. and Privacy password along with
the corresponding encryption, which together form a profile.

Using the SNMPv3

The Poseidon2 units now support SNMPv3 and up to 5 user profiles. Please see the images below for
examples:

Poseidon2 4002 web interface with SNMP settings
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General SNMP Settings SNMP Access
SNMP Port: 1161 |
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I | SNMP Version:
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User name Auth. Type Auth. Password Privacy Type Privacy Password

Inputs
P! idefix12345678790 | DES v | idefix12345678790

Outputs
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System
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) MIB II System Group

Apply Changes

SysContact: support@HWgLoup‘cz
SysName: Poseidon2 4002

SyslLocation:

For more information try http://www.hw-group.com/
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Example of using the SNMPv3 with SNMPget:
C:\Users\volmr\Downloads\SnmpGet\SnmpGet.exe -r:192.168.2.71 -v:3 -sn:public -ap:MD?5 -
aw:idefix12345678790 -pp:DES -pw:idefix12345678790 -0:.1.3.6.1.2.1.1.3.0

Result:
N Prikazovy fadek - B

lersion 6.3.%
(c) 2013 Microsoft Corporation. USechna prava vyhrazena.

0:z%>Co\lsers'wolmr\Downloads'\Somphet\Somphet _exe -r2192_168.2.71 -v:3 -snZpublic
—ap:HDS -aw:idefix12345678720 -pp:DES -pw:idefix12345678790 -o0- 1.3.6.1.2.1.1.3

.0
SnmpGet vi1.M1 - Copyright CC) 2009 SnmpSoft Company
[ Hore useful network tools on httpi//wum_snmpsoft.com ]

0ID=_1.3_.6_.1.2.1.1.3.1
Type=TimeTicks
Value=0:22:=10.42
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Example of using SNMPv3 with MGSbft #ib Browser:
Configuration

)
¢ MG-SOFT MIB Browser Professional DOCSIS/DH Edition [192.168.2.71] - o IEE
File Edit View SNMP Action Tools Window Help
GNOXHO i BB OB A o a|
Quey (W8 [ping |
Remote SNMP agent Split and li
[192.1532.71 v Vertical v
MIB tree Query results
MBI @ SNMP Agent Profiles = | | 5
(=173 = = [ x |
o #Eeds@x|e|sd 192.168.2.71 Properties
4 ) SNMP Agent Profiles Tl
G SNMPV3 Properties
@3 UPC-kancl Get-Bulk Select user
@2 19216866 Retransmits. Security user name.
MIB Modules
Context name
[ Context engine D =
Prvacy protocal Password For Authentication Protocol Il
[[]0o rot localize Authentication and Privacy keys Password oK
i Hellman key exchange il |
et || Pt
i hon oo oo i e ‘ ‘ ‘
& sensunit
& sensUnitstring J
) tsAlarm Default oK Cancel
&) info
) setup I
) snmpv2
e >
Remote SNMP agent 192.168.2.71 contacted. & s Q0@ &
a MG-SOFT MIB Browser Professional DOCSIS/DH Edition (192.1682.71] - olEl
ile Edit View SNMP Action Tools Window Help
o]
Query [MB_ | Ping |
Remote SNIMP agent. Command line
u g
MB e Queryresults
(&7 MIB Tree 72: inpAlarmSetup 9 (InputAlarmSetup) inactive(0) ~
it
S0

98 outliame.3 (IONeme) BinOut 3 [42.89.6E.4F.75.74.20.33 (hex Size:
5

198: outType.1 (OutputType) GOM()

104; quthlode3 (Ouiputiiode) manual(g)
105: outhiode & (Outputiiode) manual(0)
1 240 (52050272 07,7220 10
107 sensstate 1 (sensorState) nomal(1)
1 cp2a

e Ll

109: sensValue 1 (Sensorvalus) 222

110: sensValueRaw 1 (Sensorvalue) 222

111: sensiD 1 (SensorlD) 80873

112: sensUnit 1 (UnitType) universal(12)
1

bl
11: poseidon 20.1.0 (integer) 0
115 poseidon.20.2.0 (timeticis] 141 dsys 14n:10m:00s 00th (1223340000)
118 possidon 20 2.0 (integer) 200
117 possidon 20.4.0 (integer) 1
118 poseidon 30 5.0 (nosuchinsiance) no such instance
118 hlarmsPresent 0 (G2uge32) 0
2a30.41 42820

120
121: unitType 0 (UnitType) celsius(0)
122:sensSetupName. 1 (Sensariiame) Sensor 240 [52.65.65.72 6F.72.20.32.24.30 (hex) Size = 10]
123:senslags 1 (Sensolsgs) 8

122: sensLimithlin 1 (Sensor/alue) 0

125 sensLimitax.1 (Sznsarvalue) 200

126 sensHysteresis. 1 (Sensorvalug) 0

127: snmpTrapoID.0 (OEJECT IDENTIFIER) 220 22763 4971413260 55.12340

128; [Loaded: RFG1155-5M) snmpTrapEnterprise 0 (OBJECT IDENTIFIER) (null-oic) null
Starttime : 14, 4 2015 10:48 50

Durstion : 25.457ms
-+ SNMP QUERY FINISHED

< >

Query agent 192.168.2.71 finished. 4 &N 000 B




